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Using three-photon polarization-entangled GHZ states or W states, we propose controlled quantum key distri-
bution protocols for circumventing two main types of collective noise, collective dephasing noise, or collective
rotation noise. Irrespective of the number of controllers, a three-photon state can generate a one-bit secret
key. The storage technique of quantum states is dispensable for the controller and the receiver, and it therefore
allows performing the process in a more convenient mode. If the photon cost in a security check is disregarded,

then the efficiency theoretically approaches unity.

1. INTRODUCTION

The two recent decades have witnessed rapid deve-
lopment in the theory and practice of quantum com-
munication. As a relatively mature technique, quan-
tum key distribution (QKD) enables two legitimate
users to establish a shared secret string of bits as a
key for encrypting and decrypting secret information.
In 1984, Bennett and Brassard put forward the pio-
neering four-state QKD protocol, BB84 [1], which is
the first unconditionally secure key distribution proto-
col. Decreasing the practical complexity and halving
the idealized maximum efficiency of BB84, Bennett
presented a protocol with two nonorthogonal states in
1992, B92 [2]. Both these protocols are based on single-
particle states. In 1991, Ekert proposed a QKD pro-
tocol based on Einstein—Podolsky—Rosen (EPR) pairs,
E91 [3]. In 1992, by simplifying the complicated Bell
inequality to two sets of nonorthogonal bases in the
security check, Bennett et al. modified the E91 pro-
tocol to BBM92 [4]. Since then, QKD has attracted
extensive attention of the researchers and progressed
quickly [5-16].

Currently, photons are promising candidates for
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carriers of quantum information because they are
cheap, fast, and interact weakly with the environment.
But in actual applications, the polarization of pho-
tons is prone to be influenced by thermal and mechan-
ical fluctuations and the imperfections of a quantum
channel (e.g., the inhomogeneity of the atmosphere in
free space, the birefringence in an optical fiber, mis-
alignment of the reference frame, and backward emis-
sion [17]), which can be generally regarded as channel
noise.

When the noise between the information carriers
and the environment is sufficiently weak, the error
arises with a low probability. Using a quantum error
correction code, the participants utilize several physi-
cal bits as one logical bit according to the special noise,
and then detect the stabilizer codes and correct them
according to the detected result [18-20]. Entanglement
purification [21-25] is also a method of error correc-
tion, which can achieve a subset of maximally entan-
gled states from an entangled system after infinite op-
erations.

There is a general assumption about the noise, the
unitary collective noise model, in which the spatial
(temporal) separation between the first and the last
transmitted photons is smaller than the correlation
length (time) of the environment. For instance, if the
photons are nearly simultaneously transmitted or are
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sufficiently close to each other in space, the effect of
the noise on each photon is identical, that is, the error
of the physical channel is collective. We suppose that a
unitary transformation U(#) is an overall time-depen-
dent action on a single photon, such that the whole
effect of this kind of noise on the physical system can
be represented as [26]

pn = [UMIN pn[U ()TN, (1)
where ¢ is the transmission time and N is the number
of photons.

In order to cope with the collective noise, some
noise models were constructed and many methods were
studied to remove or decrease the noise. An acti-
ve-feedback alignment system [27] can be adopted to
conquer this kind of noise, in which the participants
detect the noise consecutively and perform instant
self-compensation according to the evaluated result of
noise. But this method is difficult to realize because
it interrupts the transmission process. Furthermore, if
the performing compensation is slower than the varia-
tion of noise, the method does not work.

Based on the phase difference of single photons
in two consecutive time bins, the phase-time coding
QKD schemes under noise can be achieved with un-
balanced interferometers (Mach—Zehnder interferome-
ters) [2, 28], in which very demanding setups and condi-
tions (e.g., complex interferometric setups, high preci-
sion timing, and stable low temperatures) are required
to adjust the difference. Exploiting the Faraday ortho-
conjugation effect, the noise due to polarization fluc-
tuations can be automatically and passively circum-
vented [29]. However, this requires two-way communi-
cation [30, 31], which makes the method vulnerable to
a Trojan horse attack.

For solving the problem of bit-flip error, Bouwmee-
ster [32] proposed a rejecting error scheme that can be
implemented probabilistically based on parity check.
Kalamidas [33] proposed a single-photon error-rejection
scheme with the success probability 100 %, in which
fast polarization modulator (Pockels cells) adds the
operational difficulties. With an auxiliary photon in
a fixed polarization state and deterministic two-qubit
operation, Yamamoto et al. [34] proposed a protocol re-
sisting collective noise with the probability 12.5 %. Em-
ploying only passive linear optical elements, the scheme
in [35] can be realized with probability 50 %.

Invoking the Bell state and linear optics, Wang [36]
proposed a quantum error-rejection scheme based on
the idea of the quantum error correction code where
only three qubits are required to correct error. The
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scheme requires a postselection measurement for col-
lective respondence of three outlets, and the corres-
ponding experiment was performed in [37]. Similar
to BB84, the two-qubit QKD scheme proposed in [3§]
can tolerate error rate up to 26 % if only symmetric
and independent errors occur on the individual qubit.
Without collective quantum measurement or quantum
memory, Wang [39] proposed a QKD scheme to coun-
tercheck an arbitrary collective unitary noise. Due to
the parity check, these schemes are only implemented
with probability.

When the noise shows some symmetry, regardless
of its strength and weakness, there exist some quantum
states that are invariant under this kind of noise and
can be applied to protect quantum information. The
Hilbert space with this property is called a decoherence-
free subspace (DFS); it can be extended by many
other degrees of freedom (DOFs), such as the time
DOF [40-42], the spatial DOF [43-46], and the fre-
quency DOF [47, 48].

Using the phase-time entanglement between two
photons, Walton et al. [40] proposed a QKD scheme
against dephasing noise. With the tag operation for
encoding (time delay of one of the polarization modes),
Boileau et al. [41] proposed a communication protocol
without a shared spatial reference frame and precise
timing. A corresponding experiment was completed
in [42]. By changing the order of transmitting pho-
tons, the authors of [43] presented the schemes with
three or four photons to remove the collective rotation
noise. Similarly, the spatial DOF was used to obvi-
ate the collective noise [44-46]. Using the frequency
DOF, a fault-tolerant communication with the proba-
bility 50 % was proposed in [48]. Moreover, the orbital
angular momentum DOF [49] and the transverse spa-
tial mode DOF [50] can also be used to realize commu-
nication.

With four-photon states, Bourennane et al. [51] pro-
posed a scheme to transmit one-bit secret information
for overcoming the rotation error. Considering the
practical implementations of QKD scheme in DFS, a
decoy method is proposed in [52] to keep off the photon-
number-splitting attack.

In an ideal quantum channel, there exist some mul-
ti-user QKD protocols [13-16] in which the participants
are introduced to control the communication process
between senders and receivers. A secure and efficient
controlled QKD scheme with refined data analysis was
proposed in [15], in which the controller transmits two
particles in a GHZ state to two communicators and
retains one.

In this paper, taking collective noise into account,



XKIT®, Tom 140, Boimn. 4 (10), 2011

Controlled quantum key distribution ...

we propose two controlled quantum key distribution
protocols in which the sender transmits two photons in
a three-photon entangled state as a unit through the
controller to the receiver and a one-bit secret key can
be generated. The two explicit protocols against col-
lective dephasing noise or collective rotation noise are
presented in Sec. 2. In Sec. 3, we analyze the security
of the above QKD protocols. Our work is concluded
with the discussion and summary in Sec. 4.

2. CONTROLLED QUANTUM KEY
DISTRIBUTION PROTOCOLS AGAINST
COLLECTIVE DEPHASING NOISE OR
COLLECTIVE ROTATION NOISE

An arbitrary collective random unitary noise on the
transmission photons in the polarization state can be
written as [39]

U|H) = cosf |H) +e®sind |V),

UV = A=) (—sinf |H) + € cosf V), ®
where |H) (|V)) is the horizontal (vertical) polariza-
tion state. In general, it is not a method to make a
unitary compensation on each photon in a transmis-
sion sequence because the noise parameters A, ¢, and
# on the different photons fluctuate with time asyn-
chronously. But the situation may be different if two
or more qubits are considered simultaneously, that is,
the collective assumption is introduced, and hence a
fault-tolerant communication can be realized.

We first consider a special example where the chan-
nel noise mainly originates in the collective dephasing
noise, that is, the parameter 6 is equal to zero and the
parameter ¢ is not restricted, and hence the effect of
the noise on a polarization photon is given by

[H) == [H), V) =2 9 V). (3)

It is well known that three-particle entangled states
can be classified into two classes, the GHZ and W
states [53], which are inequivalent because they cannot
be converted to each other under stochastic local oper-
ations and classical communication. We can perform a
controlled quantum key distribution against collective
dephasing noise.

There are four GHZ states that can circumvent
collective dephasing noise if photons {Bj, B>} pass
through the equal distance in the quantum channel:

4 ZKST®, Bom. 4 (10)

1
, V2
= S+ — = =)+ |+ o) -

|®1) = —=(|HHV) + |VVH))AB, B, =

- |_ - +>)ABlev
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22) = —S(HHV) -
- |VVH>)ABlB2 =
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) = = (H)+ V), =) = — (H) - V)
v 1= |

The participants can select any two of the above states
to perform controlled QKD to overcome collective de-
phasing noise. We suppose that the sender, Alice,
wishes to share a secret key with the receiver, Bob,
in the charge of a controller, Charlie.

1. Alice prepares a large number of GHZ states ex-
pressed by Eq. (4), whose number is larger than the
binary key length. Without loss of generality, we sup-
pose that they are in the state |®;). She puts these
photons into two sequences. Omne is the A sequence
(photons {A}) and the other is the B sequence (pho-
tons {By, Ba}). Alice keeps the A sequence and sends
the B sequence to Charlie.

2. After the receipt of the B sequence, Charlie per-
forms control operations (unitary transformations U;
(i = 1,2)) on each photon pair randomly, where

Ur=1Ip, @1Ip,, Us=(0:)B, @ Ig,, (5)

which can change the original states as

Up|®1) = |®1), Uz[®1)=[Ps). (6)

Then Charlie randomly selects some photon pairs as
the checking photons and sends the other photons to
Bob.
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3. Charlie checks the security of the distribution
process between Alice and himself; this is the first se-
curity check. He randomly performs the {|H),|V)} ®
@ {|H),|V)} basis or the {|+),|—)} @ {|+),|—)} basis
measurements on the checking photons, and announces
the position and the measurement bases, after which
Alice performs measurements using the same bases on
the corresponding photons and announces the measure-
ment results. If their measurement results comply with
Eq. (4), there is no eavesdropping on the line. Other-
wise, they abandon and restart.

4.  After receiving the B sequence, Bob ran-
domly performs the {|H),|V)} @ {|H),|V)} basis or
the {|+),|—)} ®{]+),|—)} basis measurements on each
photon pair and registers the measurement results.

5. Alice, Bob, and Charlie check the security of the
whole distribution process, which is the second security
check. Bob selects a subset of the B sequence as check-
ing photons, and the other photons are used as mes-
sage photons. After Bob announces the position and
the measurement bases of the checking photons, Char-
lie announces his unitary operations on them. Then
Alice performs the measurement using the bases cho-
sen by Bob on checking photons and announces the
measurement results. According to Egs. (4) and (6),
Bob deduces the states of the checking photons, and
compares their measurement results on them to judge
whether the quantum channel is secure.

6. If the distribution process is secure, Alice and
Bob commence to generate a secret key using the mes-
sage photons. If Charlie agrees to the communication
between Alice and Bob, the information with reference
to control operations is offered to Bob. After Bob an-
nounces the instruction about her measurement basis
(either the {|H),|V)} basis or the {|+),|—)} basis), Al-
ice performs measurements. Consequently, she obtains
the secret key according to her measurement results,
with |H) (|+)) corresponding to secret key “0” and |V')
(|-)) corresponding to secret key “1”. Based on Char-
lie’s information and his own measurement results, Bob
can deduce Alice’s measurement results and extract the
secret key shared with Alice.

As an example, a six-bit secret key generation pro-
cess via the collective dephasing noise channel is illus-
trated in Table 1, where the process of security check
is not considered.

In the other case, for the quantum communication
in free space, the dispersion of the transmitted photons
may be small. Moreover, all elements in unitary noise
can be considered real numbers and the rotation angle
#, the swinging angle, may be large and random. In the
extreme case, we let ¢ = 0 and call the noise model the
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collective rotation noise; its effect on the polarization
state can be expressed as

Ucrn

|H) —=

V) Loy sin G|H) + cos|V).

cosf|H) + sin6|V), ™)

The following four W states can be applied to
circumvent collective rotation noise when photons
{By, B>} pass through the equal distance of a quan-
tum channel:

1
NG
%[IH () VY +1=) [H)) + =) (|+) [H) -
— =) V)]as, 8.,
S5 [6*) -
V) [¢"))aB,B, =
%[IH (1) H) = [=) V) + =) (9 [V) +
+|=) [H))]aB, B.,
(IH) [ ) +
+V) o)) apis, =
%[IH I+ VY +1=) [H) + =) (=) V) —
= |+ [H))]aB, 8.,
(1H) |v~) -
= V) |o")) aBiB. =
%[IH (=) V)Y = 1) [H) + =) (9 [V) +

+ |_> |H>)]A3132'

W) = —([H)|¢T) + V) [ ) aBB, =

|Wa) =

1

|Ws) = 7

1

|Uy) = 7

Alice and Bob can extract the secret key using steps
similar to the above ones. But there are some differ-
ences. First, for circumventing the collective rotation
noise, the state |¥;) in Eq. (8) is prepared by the par-
ticipants. Second, the unitary operations

Uy =1Ip, ®Ip,, (9)
are performed by Charlie to control the communica-
tion. Finally, after receiving the B sequence, Bob
randomly performs the Bell basis or the {|+),|-)} ®
@ {|H),|V)} basis measurements on each photon pair
to check the security or obtain the secret key (in-
stead of the {|H),|V)} @ {|H),|V)} basis or the
{I4),]=)} @ {]+),]|—)} basis in a collective dephasing
noise channel).

U2 = (UZ)Bl @ (UZ)Bzv
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Example of a six-bit secret key generation process via a collective dephasing noise channel

Table 1.
The state prepared by Alice |®4)
Charlie’s control operation Uy
The state between Alice and Bob |®4)
Bob’s measurement basis ++
Bob’s measurement result |HV)
Alice’s measurement basis +
Alice’s measurement result |H)
The secret key 0

|®1) |®1) |®1) |®1) |®1)
U2 U2 U1 U2 Ul
|®2) |®2) |®1) |®2) |®1)
X X ++ X X X X ++

|+ =) |V H) | ——) | ++) |V H)
X —+ X X +
|+) V) |+) |-) V)
0 1 0 1 1

Bob’s measurement basis “++” represents the {|H),|V)} @ {|H),|V)} basis; “xx” represents the {|+),|—)} @
@{]+),|—)} basis; Alice’s measurement basis “+” represents the {|H), |V')} basis; and “x” represents the {|+), |—)}

basis.

Example of a six-bit secret key generation process via a collective rotation noise channel

Table 2.
The state prepared by Alice |Pq)
Charlie’s control operation Uy
The state between Alice and Bob [Tq)
Bob’s measurement basis Bell
Bob’s measurement result |oT)
Alice’s measurement basis +
Alice’s measurement result |H)
The secret key 0

|¥1) |¥1) |¥1) |¥1) |W1)
U2 U2 U1 U2 Ul

| W) | W) |¥1) |¥a) |W1)
X+ Bell X+ X+ Bell

|+ H) lv™) | —H) | —H) ™)
X + X X +

|+) V) |+) |=) V)
0 1 0 1 1

Bob’s measurement basis “Bell” represents the Bell basis; “x+" represents the {|+),|—)} @ {|H),|V)} basis; Alice’s
measurement basis “4” represents the {|H),|V)} basis; and “x” represents the {|+),|—)} basis.

Charlie

Fig.1. The diagram describes the processes of commu-
nication between two participants and eavesdropper’s
wiretapping. A, Bi, and B> denote the photons in the
entangled state at Alice's site originally. M denotes the
measurement and U; denotes the control operation

In Table 2, a generation instance of a six-bit secret
key can be applied to interpret the decoding process
via a collective rotation noise channel.

This protocol can be used to overcome the polar-
ization rotation of transmitted photons. Moreover, it
is unnecessary for the participants to share the same
reference frame (e. g., a relative alignment of their lin-
ear polarizers), which can be realized via infinite turns
in the quantum communication and consumes consider-
able resources. In Fig. 1, we depict an implementation
circuit to illustrate this communication process via the
collective noise channel.

3. SECURITY ANALYSIS OF THE
CONTROLLED QUANTUM KEY
DISTRIBUTION PROTOCOLS

We next discuss the security of the above distribu-
tion protocols from two standpoints. One is the eaves-
dropping action and the other is Bob’s intention of de-
nuding Charlie’s control.
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If an eavesdropper, Eve, wants to steal the secret
key, she may adopt the methods as follows.

1. The intercept-resend-measure attack. Eve in-
tercepts the photons transmitted to Charlie (Bob) and
performs measurements on them, and then resends fake
photons to Charlie (Bob), which are in the states she
measured. Eve can obtain the secret key according to
her measurement results and the publicized informa-
tion from Bob and Charlie. In the first (second) se-
curity check process, if her measurement bases are the
same as those selected by Charlie (Bob), Eve remains
undetected. But if the measurement bases adopted by
Eve and Charlie (Bob) are different, Eve’s presence can
be detected with the probability 50 %. Hence, the total
detect probability is 25 %.

2. The intercept attack. Eve prepares photons
{E1, Es, E5} in the entangled states in Eqs. (4) or (8).
She intercepts and stores the transmitting photons
{By, B>} from Alice, and sends photons {E, F3} to
Charlie. After Charlie publicizes his unitary opera-
tions and Bob announces the measurement bases, Eve
performs the measurements on photons {Bj, B»} and
{E1}. According to her measurement results on pho-
tons {B1, B2} ({E1}), Eve can share the secret key with
Alice (Bob). Tt must be noted that the two sets of keys
shared respectively by Alice-Eve and Bob—Eve are only
identical with the probability (1/2)"N (N is the number
of secret keys).

However, the photons {Fs, E3} do not entangle
with the photon {A}, and their measurement results
are not correlated. Hence, in the first security check
process, Eve is detected by Charlie with probability
50 %. If the eavesdropping attack is performed in the
transmission path from Charlie to Bob, then Alice and
Bob can detect it in the second security check process
because the photons {F», F3} are not correlated with
the photon {A}. Eve may construct the correlation of
the photons {Es, E3, A} by performing her operations
on {By, By, E1}, but this cannot guarantee that Al-
ice and Bob obtain the measurement results associated
with Eq. (4) or Eq. (8). Moreover, Eve cannot obtain
the secret key of Alice and Bob by these methods.

3. The CNOT gate attack [54]. Eve introduces aux-
iliary photons and performs the CNOT gate operation
on transmitted photons and auxiliary photons, whereby
she obtains the secret key by measuring the auxiliary
photons.

For the first protocol proposed in Sec. 2, Eve per-
forms the CNOT gate operations Cp, g shown in Fig. 1
on the photon {B;} and the photon {E} that is in the
state |H), where the photon {B;} acts as the control
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bit and {E} acts as the target bit, which can be repre-
sented by

CNO
1B1)|E) Y% |B)|E @ By),

(10)
in the computational basis. Afterwards, Eve performs
an {|H),|V)} basis measurement on the photon {E}.
It follows from Eq. (4) that the measurement results
of Eve are always the same as Alice’s in the basis of
{1H),IV)}.

For the second protocol in Sec. 2, Eve performs the
CNOT gate operations Cp, g and Cp, r on the photons
{B1}, {B>}, and an auxiliary photon {E}. In the basis
of {|H),|V)}, Eve’s measurement results on the pho-
ton {E} agree with Alice’s, and hence Eve can obtain
the same secret key as Alice.

In the first security check, if only an {|H),|V)} ba-
sis measurement is adopted by Alice and Charlie, Eve
cannot be detected. But if the other checking basis,
{I4),|-)}, is used by Alice and Charlie, then Eve is
detected with the probability 50 %. Hence, Eve is de-
tected with the total probability 25 %. If Eve performs
CNOT operations between Charlie and Bob, she is also
detected with the total probability 25 % in the second
security check.

On the other hand, if Bob wants to obtain the secret
key without the permission of Charlie, he may adopt
the following methods.

1. The intercept-measure method. Bob inter-
cepts the transmitted photons from Alice to Charlie
and makes measurements randomly on them in the
{|H),|V)} or {|+),|—)} basis and registers the mea-
surement results. Then he resends fake photons to
Charlie. Bob can obtain Alice’s secret key without the
control of Charlie according to his measurement results.
But in the first security check, Charlie finds that there
is a 25 % error rate because the measurement bases of
Bob and himself are only identical with 50 %. There-
fore, he demands that Alice and Bob discard the secret
key.

2. The CNOT gate method. Bob attempts to ob-
tain Charlie’s unitary operations by the CNOT gate
method. For example, in the second protocol in Sec. 2,
Bob introduces an auxiliary photon {E} in the |H)
state, and performs the CNOT gate operations Cp, g
twice, before and after the photon {Bs} arrives to
Charlie. Then he performs an {|H),|V)} basis mea-
surement on the photon {E}. According to Eq. (8), in
the basis {|+), |[=)}@{|+),|—)}@{|H),|V)}, if the uni-
tary operation performed by Charlie is Uy, then Bob’s
measurement result is |H). If the unitary operation
performed by Charlie is Us, then Bob’s measurement
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result is |V'). Therefore, Bob can obtain the secret key
without the cooperation of Charlie. But during the first
security check, Charlie then detects this with probabil-
ity 25% (a 50 % error rate in the Bell basis measure-
ment and 0% error rate in the {|+),|—)} @ {|H),|V)}
basis measurement). Consequently, Charlie informs Al-
ice and announces that the process of sharing the secret
key is invalid. The conclusion is similar in the first pro-
tocol.

Next, we consider the case where the two protocols
are in different quantum noise channels, that is, the
first protocol is in the collective rotation noise channel
and the second protocol is in the collective dephasing
noise channel. We let the probability that is not af-
fected by the transmission path be denoted by py and
the affected one by p., with py + p. = 1.

In the first protocol, the quantum channel is im-
mune to collective dephasing noise (U.q,,). But under
the collective rotation noise (U, ), it changes as

L
V2
x cos> (| HHV) + |[VVH)) —

(|HHV> +|VVH)) — Lern,

s

! X

V2
[VHV))
)

x sin? O(|HV H) +

)

1 .
— % sinfcosO(|H) + |V)
), (11)

x (|[HH)y — |[VV
X

X

~

(|[HHV) — [VV H)) Lern,

Sl

7

x cos’§(|HHV) — |VVH)) —

- % sin? §(|[HV H) —

- % sinf cosO(|H) —

[VHV)) —

VO(HH) = [VV)),

and hence the channel error rate can be calculated as
Prer = (1 —cos® B)p,. (12)

We now consider the key error rate and the key
generation rate. For the first term in Eq. (11), the
quantum channel is not changed, and hence there is
no error. For the second term, according to Eq. (4),
there is no error when the {|+),|—)} basis measure-
ment is used, but a 100 % error is introduced when the
{|H),|V)} basis measurement is selected. As regards
the third term, a 100 % error is generated in both kinds
of measurements. Therefore, the key error rate and the

key generation rate are

1
Prer = (1 —costh — 3 sin? 0) Pes
: (13
Prgr =1— (1 —costh — isin‘le)p

In the second protocol, the quantum channel is not
affected by the collective rotation noise (U,.y,), but is
affected by the collective dephasing noise (Ueqn):

1 — Ucdn
E(|H> [67) + V) [97)) —=

Uean, 1
\/i cos¢|H |¢+>
—ising|H) [¢7) + V) |7)
_ iew[(e_w + 1)) + =) [H) +
|==N V)] +
)

|—=)|H) -

)
)
+ (e + 1) (|++) —

+ ieiﬁi’[(e*i‘i5 —1)(++) +
— (€ = 1)(|+=) = =) V)],

1 (14)
7<|H>|¢+>—
— V) o)) Lot e (cos o |1 07 -
~isin|H) [67) ~ [V} [97)) =
= 161 () + =) |H) -
= (D (+=) = =D VI +
760~ )(14-) + - +)) [H) +
H(E = 1)) = =) VI

Consequently, the channel error rate, the key error rate,
and the key generation rate are given by

1
Por = |1 — Z(l-l-cosq&)2 Pes

1
Pror = Z(1 — cos ¢ + sin® @)pe, (15)

Prgr =1— i(l — €08 ¢ + sin” @) pe

The channel error rate and the key generation rate
of the two protocols in the opposite noise channel are
depicted in Fig. 2. It can be seen that the key genera-
tion rates are high in both protocols when p, is small or
when p. is large, but the noise parameters are § ~ 0, 7
and ¢ ~ 0. Therefore, the present protocol is workable
when one kind of collective noise is dominant and the
other is small.
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Fig.2. The diagram depicting the channel error rate and the key generation rate of two protocols in the opposite noise

channel. The angle 0 (¢) with unit 7 is the noise parameter of collective rotation noise (collective dephasing noise). a:

the channel error rate in the collective dephasing noise channel; b: the key generation rate in the collective dephasing noise

channel; ¢: the channel error rate in the collective rotation noise channel; d: the key generation rate in the collective rotation
noise channel

4. DISCUSSION AND SUMMARY

In this paper, we proposed the controlled QKD pro-
tocols for circumventing collective dephasing noise or
collective rotation noise. In practical applications, the
participants may attempt to solve it with a collective
mode, in which a control switch is applied. They send
auxiliary photons via the quantum channel (optical
fiber or free space) to test the effects of collective de-
phasing noise and collective rotation noise. According
to the test result, they determine which state should
be applied to realize the communication and turn the
switch to the corresponding process. With the collec-
tive method, this may weaken the effect of noise and
improve the key generation rate. For instance, if the ef-
fect of collective dephasing noise is greater than that of
collective rotation noise, the switch turns to the process
of the first protocol, and vice versa.

We can increase the number of controllers by send-
ing the transmitted photons to them. In contrast to
the controlled communication protocols that need to
change the number of entangled photons in the origi-
nal state, Alice only needs to transmit a B sequence
through all the controllers successively and require
them to perform control operations, which can increase
the number of the controllers. Independently of the
number of the controllers, each three-photon entangled
state can generate a one-bit secret key.

In these protocols, the receiver and the controller
are not required to have a technique for storing pho-
tons, that is, they may operate on the photon pairs
reaching them without delay. If the photon cost in the
security check is not considered, the efficiencies of the
two protocols in the corresponding noise channel are
close to 100 %.
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As a controller, Charlie cannot obtain the secret key
but can demolish it. However, this action can be de-
tected by Alice and Bob if they compare a part of the
shared secret key.

In the above protocols, we only use the last two
states in Eq. (4) or Eq. (8) to overcome the effect of
the corresponding collective noise. If a controller per-
forms the control operations

Ul = IBl ® [Bza U2 = (O-Z)Bl ® [B27
Us = (Ux)B1 ® (Uﬂv)Bzv

U4 = (Umaz)Bl ® (Uz)Bg

(16)

in a collective dephasing noise channel or the control
operations

Uy = [B1 ®IBzv Us = (UZ)Bl ® (UZ)Bzv

(17)
Us = (02)31 ® (Uz)327 Uy = IBl ® (Uzaz)Bz

in a collective rotation noise channel, then they can
change the original state prepared by Alice to the
other states in Eq. (4) or Eq. (8). But this is invalid
for increasing the number of secret bits, and is there-
fore dispensable.
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